
The harsh reality in today’s connected world is 
that individuals and groups will continue their 
attempts to identify and exploit vulnerabilities 
to breach network security. And while we 
benefit from the convenience of a growing 
number of devices accessible via those 
networks, the reality is that those devices 
only increase the likelihood of unauthorized 
network access. Therefore, it is vital that all of 
these devices be secured to prevent them from 
becoming an open door for hackers. Employing 
these best practices not only can prevent 
networked video devices and systems from 
serving as entry points but also ensures the 
integrity and continued operation of this critical 
function – ensuring the ongoing safety and 
security of people and assets.   

FORCED COMPLEX  
PASSWORD SETTING
Password enforcement helps to reduce the 
possibility of unauthorized password hijacking, 
guessing, or cracking by preventing the use of a 
weak password due to a user’s carelessness.  It 
is recommended to require at least a minimum 
8-character password. Also depending on the 
length of the password, two (8 to 9 characters) 
or three (10 or more) combination of letters 
(upper/lower case, numbers, and special 
characters) are recommended. 

NO INITIAL PASSWORD
If a user uses the initial password or cannot 
change the manufacturer’s default password, it 
could cause a serious security vulnerability that 
would allow unauthorized access. To prevent 
any security vulnerability that may occur due to 
a user’s mistake, products should have no initial 
password and be designed to force setting the 
user’s own password when accessing the UI of 
the product for the first time.
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HOW TO 
HARDEN THE 
NETWORK

INPUT LIMIT FOR CONSECUTIVE
PASSWORD FAILURES
Hackers systematically check common 
passwords and/or all possible passwords 
until the correct one is found. If this type of 
attack is allowed, the password will eventually 
be discovered given enough time. To 
prevent a brute force attack, block 5 or more 
authentication requests that occur within 
30 seconds to improve its security. Existing 
connections of authorized users are maintained 
to prevent a denial-of-service from occurring 
while authentication requests are blocked. This 
temporary block will significantly increase the 
time required to guess the password, usually 
leading the hacker to choose a better target.

NO BACKDOOR
If a network device supports remote  
services such as telnet, it is advantageous  
for the manufacturer to provide customer 
service easily. These services allow direct  
root access to the device, useful for 
troubleshooting and diagnostics. However, 
if there is a hacker or a malicious intentional 
manufacturer, this can be a factor that causes 
the most dangerous security incidents. Some 
manufacturers have eliminated these risks 
in consideration of the safety of customer 
information, not service convenience.

MAINTAINED LOGS AFTER 
FACTORY RESET
It is imperative for network or security 
administrators to check the log to analyze the 
intrusion path or to understand the incident 
when someone intrudes or attempts to break 
into a network device. However, because 
intruders are aware of the logs of these network 
devices, they want to delete logs so that they do 
not leave a trace. Purchase a product that has 
been developed to retain log files from being 
erased by device power cycle or initialization 
(factory reset) to prevent such malicious 
intent. These logs can easily be downloaded 
individually or in bulk for forensic investigation. 
Most products have a System log, Event log, & 
an Access log.



DISABLING GUEST LOGIN
Some cameras provide a guest login function. 
This guest account is limited because it allows 
only minimal privileges, but if the guest login 
is enabled, video streams may be exposed 
to unauthorized users. If guest access is not 
needed, guest login must be disabled. 

CHECKING THE VERSION OF 
FIRMWARE AND UPDATING
It is essential to update the firmware of any 
network-connected device to ensure you are 
operating with the latest features and security 
fixes. The firmware addresses issues that  
may have arisen after the release of the 
product. The firmware can enhance and 
upgrade core components such as the 
web server, database, etc. As the firmware 
upgrade takes a few minutes to process, it 
is recommended to perform it at a low-risk 
time. Ensure the device has stable power while 
upgrading. All configuration is kept during the 
upgrade, and you can upgrade directly to the 
latest version in most cases. Check the release 
notes included with the firmware download for 
any warnings. 

SETTING THE CORRECT DATE & TIME
The built-in clock keeps the date and time up 
to date. It is essential to check that the clock is 
correct when deploying a device. The clock is 
used to record logs and for recording video. If 
the clock is incorrect, forensic investigation in 
case of a network breach will be challenging. 
Furthermore, the video evidence may not be 
admissible in court if the clock is not accurate. 

CHANGING THE DEFAULT PORT
To better avoid scans or attacks through the 
well-known default port of a network device,  
it is recommended to change the port. 
Commonly higher port numbers will be used, 
such as 8000+ or 10000+. For example, if you 
change the HTTP web service port to 8000 
rather than 80, you can protect your web  
server from attacks from simple scanning 
programs or attempt to enter addresses  
directly into a web browser.

IP FILTERING
Some manufacturer’s products support the 
creation of IP lists to allow or deny access 
from specific IP addresses. This can be used to 
restrict access only to the security department, 
or to prevent access from the WAN router or 
wireless pool of IP addresses, for example.

CREATING ADDITIONAL 
USER ACCOUNTS
Accessing the device only with an administrator 
account causes the administrator password to 
be continuously transmitted over the network. 
This can lead to a security vulnerability that 
exposes sensitive information to a person who 
has malicious purposes. Furthermore, sole 
reliance on administrator-level access escalates 
the privileges of all users. Each user should 
only have the minimal amount of privileges 
required to perform their job functions 
to prevent accidental or malicious setting 
changes. Therefore, you can enhance your 
security by using the administrator account for 
configuration only, and adding user accounts 
with limited privileges, such as frequently used 
video monitoring features.

CHECKING THE LOG
Administrators can analyze the logs stored in 
the system to find evidence of unauthorized 
access and configuration changes to the device 
for malicious purposes. You can check various 
information such as device access, system 
setting change, and event history. The logs 
serve as important data to enhance the security 
of a network system. The reason why log data 
should be checked and analyzed is as follows:

• Any problems that occur in the system 
(including errors and security flaws) are 
recorded and become a useful clue.

• It is able to search for errors in the system.
• It can be used to predict potential system 

problems.
• It can be used as information for recovery in 

case of trouble.
• It can be used as evidence for infringement.
• Log management is mandated by various 

laws and guidelines.
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